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Abstract. Most, if not all, existing attribute inference attacks leverage
users’ social friendship information and/or social behavioral information
to infer the attributes of a target user. In this paper, we study this
problem in a novel angle. Specifically, we study whether a user’s private
attributes (e.g., age, gender, and education) can be inferred based on
his or her query history, which is the first such attempt to the best of
our knowledge. We present a thorough description of our query-based
attribute inference attack and experimentally evaluate our method on a
real-world dataset provided by Sogou. Experimental results show that
our method can achieve 70.21% for the precision, 68.82% for the recall,
and 69.50% for the Fl-score on average. When predicting users’ gender,
the proposed method has precision of 84.56%. This suggests that query
records indeed disclose a significant amount of information about users.

Keywords: Attribute inference - Privacy - Query classification -
Ensemble learning

1 Introduction

Datasets that contain personal information gradually become public to support
research and for other purposes, which is prone to posing privacy risks. For exam-
ple, users’ friends and behavior could disclose users’ personal information [9,12],
which many people may view as sensitive. An attribute inference attack is a
process wherein attackers infer users’ private attributes such as age, gender, edu-
cation or even political orientation and religious belief from public information.
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Once users’ attributes have been inferred, they can be used for security-sensitive
activities like spear phishing [1] and backup authentication [11]. Attackers can
be anyone who are interested in users’ attributes, like advertisers and hackers.
In addition to the privacy leakage, attackers who know the attributes about a
person could link users across different sites [2] or with offline records [5] to com-
plete individual profiles, which may cause more severe security risks. Previous
attribute inference techniques can be roughly divided into two categories. One is
based on social friends, since people connected by social ties tend to share simi-
lar attributes. The other is based on behavior, because people who have similar
behaviors are inclined to share the same interests and attributes.

Intuitively, characteristics and interests of a user can be disclosed subcon-
sciously through query records. For example, men are more interested in mili-
tary and cars than women. People who have high education are inclined to get
information about society and economy. People in the 19-23 age range often
search more about college life and social topics. Based on this conjecture, we
may leverage query records to conduct an attribute inference attack. A crucial
issue for this kind of attack is to effectively classify massive queries that are
short, ambiguous and noisy, which is a challenging problem. First, queries can
be as simple as a single character, or as complex as a piece of code segment.
Second, some queries are easy to understand, while others may contain multi-
ple meanings. Furthermore, some words may just have the meaning defined in
the dictionary, whereas others may have some special meanings on the Internet.
Finally, the meanings of queries may also change over time.

Our Work. In this paper, our goal is to leverage queries to infer user
attributes, which is the first such attempt to the best of our knowledge. We
depart from prior work in the following way: rather than analyzing the risks of
attribute inference using social friends information or behavior information, we
adopt a combined and in-depth feature representation method that effectively
interprets the typically short, ambiguous and noisy query records. We compre-
hensively evaluate our method for inferring age, gender and education using a
dataset with 100,000 users provided by Sogou, one of the main search engines in
China. From the experimental results, our method can achieve 70.21% for the
precision, 68.82% for the recall, and 69.5% for the Fl-score on average. When
predicting users’ gender, the proposed method has precision of 84.56%. These
results imply that an attacker can use users’ queries to infer their attributes at
high accuracy.

Our Contributions. In conclusion, our key contributions are as follows:

1. We propose a query-based attribute inference framework that exploits users’
query records to conduct attribute inference. Our results have serious impli-
cations for user privacy — private attributes can be inferred from users’ query
records.

2. Our method has two distinguishing features: (i) it combines three different
features; and (ii) it combines three different kinds of classifiers. Moreover, we
analyze the impacts of different feature representation methods and feature
selection methods on the given dataset, respectively.
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3. Leveraging a real world dataset (100,000 users, 12,608,914 queries), we con-
duct evaluations to examine the performance. Experimental results demon-
strate that our method achieves a satisfying inference performance. For
instance, it can successfully infer the age, gender, education for 61%, 84%,
63% of the users, respectively. Our best result for averaged precision, recall
and F-score is 70.21%, 68.82%, 69.50%, respectively. This suggests that the
query records carries much information about users. Therefore, users’ private
information suffer from serious risks.

2 Related Work

2.1 Attribute Inference

Previous works that attempt to infer the attributes of the users were mostly
based on users’ social relationships and behavioral records. He et al. [12]
used Bayes network to analyze the relations among people in social network.
Lindamood et al. [14] revised Naive Bayes (NB) classifier to integrate social
links and other attributes of users to conduct attribute inference. Thomas et al.
[16] used information about users’ friends and wall posts to infer attributes such
as religious views, political views and gender based on multi-label classification.
Fang et al. [8] leveraged the correlations between user attributes to improve the
performance of attribute inference. Weinsberg et al. [18] studied the inference
of gender using rating scores and found that Logistic Regression (LG) classi-
fier outperforms Support Vector Machine (SVM) classifier and NB classifier.
Chaabane et al. [6] correlated the music with Wikipedia pages and used topic
model to find the latent correlations between music. They identified that users
that like similar music are inclined to have same attributes. Gong et al. [9] inte-
grated social friends and user behavior to infer the missing attributes of targeted
users. These studies are orthogonal to ours, since they leveraged social network,
user behaviors and other information rather than queries.

2.2 Query Classification

Query classification is a difficult problem due to the ambiguous, short and noisy
features of web search queries. There are massive algorithms for web search query
and short text classification. Cao et al. [5] used neighboring queries and their
corresponding clicked URLs in search sessions as context information to solve
the problem of query classification based on Conditional Random Field (CRF)
models. Beitzel et al. [4] examined three approaches to query classifications and
found that combining three techniques has the best performance. The three
approaches they used are matching against a list of manually labeled queries,
supervised learning of classifiers and mining of selectional preference rules from
large unlabeled query logs. Beitzel et al. [3] found that training classifiers from
manually classified queries outperforms the bridged classifier using document
taxonomy. Hu et al. [13] leveraged Wikipedia to discover massive intent concepts
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for query classification. Specifically, the intent of any input query is identified
through mapping the query into the Wikipedia representation space. Since we
focus on Chinese query classification, some extensively used knowledge bases
such as Probase, WordNet, Freebase, and YAGO are inapplicable to our problem.

2.3 Ensemble Learning

Ensemble learning is a popular and powerful technique using multiple learning
algorithms to get better predictive performance [21]. Intuitively, some classifiers
may perform better than others on certain classes. By combining the classi-
fication results, different classifiers supplement each other, making the results
more robust than single classifier. Many researchers focus on what kinds of base
model should be used and how to combine these models [7,15,17,20]. Dietterich
[7] reviewed some ensemble methods and explained why ensembles can often
perform better than any single classifier. Miskin et al. [15] applied ensemble
methods for blind source separation and deconvolution of images. Xia et al. [20]
combined features and classification algorithms to produce a more accurate sen-
timent classification. Verbaeten et al. [17] used ensemble methods to find out
noisy training samples in classification tasks. More precisely, they used dozens
of filter techniques based on ensemble methods to identify mislabeled training
samples and remove them.

3 Methodology

In this section, we first discuss the overall approach to conduct query data-based
attribute inference, and then detail the three feature representation methods and
one ensemble method.

3.1 Overall Approach

First, we apply text segmentation to divide queries into meaningful units. Sec-
ond, we use three feature representation methods to express the queries from
different aspects. Specifically, We use the Term Frequency - Inverse Document
Frequency (TF-IDF) method to obtain word weight vectors from pre-processed
data and use term frequency to select the most important feature. Furthermore,
we use the Latent Dirichlet Allocation (LDA) model to get the latent user-topic
distribution, and use the word2vec method to get word embedding as other
features. Finally, we train several classifiers using benchmark machine learning
techniques (e.g., Support Vector Machines (SVMs)) to classify these features. To
overcome the drawbacks of using a single classifier, we adopt an ensemble method
to take advantage of multiple classifiers and achieve better performance.
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3.2 Query Representation

We use three different methods to represent queries and get three different kinds
of features. The result of TF-IDF is the weight vector of each document. The
result of LDA is the topic distribution of each document. The result of word2vec
is word embedding, and we take the average of word embeddings in one document
as the document embedding. These results are used as the input features of
classifiers.

TF-IDF. TF-IDF is evolved from IDF [6]. The intuition is that a frequently
used term in different documents is less important and should be assigned with
less weight. The basic idea of TF-IDF is that the importance of a term for a given
document can be evaluated by term frequency and inverse document frequency.
Therefore, the formula of TF-IDF used for term weighting is:

wy; =1fi; X log(g) (1)
K2

where w; ; is the weight for term 4 in document j, tf; ; is the term frequency
of term ¢ in document j, df; is the document frequency of term i and N is the
number of documents. However, the tremendous amount of the vocabulary in
the dataset makes it computationally expensive to weight all terms. Therefore,
we use a term frequency threshold to filter out the trivial terms and use the
remaining terms as the input features of classifiers.

Latent Dirichlet Allocation (LDA). For many problems that need a
semantic understanding of short text, inferring latent topics is an important
task. Conventional topic modeling techniques such as LDA have been studied
extensively for various tasks in information retrieval and text mining to extract
latent topics from document corpus [10]. The fundamental idea of LDA is that
each document is a multinomial distribution over topics and each topic is a multi-
nomial distribution over words. Before we describe the employed LDA model,
we briefly introduce its conventional terminology.

— Word: an item from the vocabulary of size W.

— Document: a sequence of N words represented by d = {wy,ws, - ,wn}
where w,, is the n-th word in the sequence.

— Corpus: a collection of M documents represented by D = {d,da, -+ ,da}
where d,,, is the n-th document in the corpus.

— Topic: denoted by Z = {z1,z29,- - , 2K} with the assumption that there are

K topics in the corpus.

Assume the topic distribution of a document is 6, and word distribution of
a topic is ¢. Then the generative process of each document in a corpus is as
follows:

1. Choose the number of word N, N ~ Poisson(&)
2. Choose 0, 6 ~ Dir(«)
3. For w,, € d:

(a) Choose a topic zy, zn, ~ Multinomial(6)
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(b) Choose a word wy, from p(wy,|z,,3), a multinomial probability ¢*».

There are several popular solutions for the LDA model, such as Gibbs Sam-
pling and the Expectation Maximization (EM) algorithm. In this paper, the
LDA model is trained by the scikit-learn Python package.

Word2vec. Given two words semantically related while rarely co-occur in
short texts, the LDA model cannot learn the semantic relatedness of them. Fur-
thermore, people will also use their background knowledge to understand short
texts rather than just use the content words. The recent advances in word embed-
ding provide powerful methods for learning semantic relations, which can be
employed to improve the topic modeling for short texts.

Word2vec is a kind of word embedding techniques released by Google in 2013
[4]. Tt takes a text document as input and outputs word vectors, which can be
used as features in many natural language processing (NLP) problems. It has
two main model architectures: the Continuous Bag-of-Words (CBOW) model
and the skip-gram model. CBOW uses the context to predict the current word,
and skip-gram uses the current word to predict the context. Since word2vec has
been shown to be well suited for conducting Chinese document classification
[8], we apply it for query classification in this paper. In particular, we train the
word2vec model using the gensim Python package.

3.3 Feature Selection

Term Frequency. Term frequency is the number of words in the collection of
documents. We compute the term frequency for each term in corpus and remove
terms whose frequency is less than predetermined threshold. The basic idea
is that rare terms are non-informative and uninfluential. Removing rare terms
can reduce the dimension of the feature space. Term frequency is the simplest
technique for feature selection. However, it is usually considered as an “ad hoc”
for selecting features.

x? statistic (CHI2). The x? statistic measures the independence between
t and c. It is defined to be:

N x (AD — BC)?
(A+O)x (B+D)x (A+B)x (C+D)

where A is the number of times ¢ and ¢ co-occur, B is the number of times ¢ occurs
without ¢, C is the number of times ¢ occurs without ¢, D is the number of times
neither ¢ nor ¢ occurs. The x? statistic will be zero if ¢+ and ¢ are independent.
However, it only considers whether term ¢ occurs in a document regardless of its
times. It makes this method exaggerate the importance of low-frequency terms,
so it is usually combined with other factors such as term frequency to overcome
its drawbacks.

XAt o) = (2)

3.4 Stacked Generalization

In this paper, we use stacked generalization or stacking proposed by Wolpert [19]
to combine multiple classifiers, which uses the weights learned from a validation
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dataset to combine the results of different base classifiers where each one may
be somewhat biased. The basic idea is to learn a level-1 classifier based on the
results of level-0 classifiers.

Level-0 Generalizers. For a data set D = (x;,v;),i = 1,2, -+ ,n where x;
is a feature vector of the i-th example and y; is corresponding label, we splits
D into K sub-dataset D1, Ds,--- , Dg and perform K-fold cross-validation. At
each k-th fold, D_j = D — Dy is used as training part and Dy is used as test
part. Then, N algorithms L, Ls,--- , Ly are applied to the D_j to obtain IV
level-0 classifiers Cy,Cs, - -+ ,Cn. The results of the IV level-0 classifiers on each
example in Dy with its corresponding label form a level-1 sub-dataset M Dy.
After cross-validation process, the union MD = UMDy, k = 1,2,--- , K makes
up the full level-1 data set. It is worth noting that all the N learning algorithms
should be trained on the whole data set D to get the final level-0 classifiers
C17027"' 7CN'

Level-1 Generalizers. After we get the level-0 classifiers, we use another
learning algorithm Lj; to get the level-1 classifier Cy;. To classify a new example,
the results of all the level-0 classifiers form a level-1 vector of N dimension. Then,
the vector is assigned with a label by the level-1 classifier as the final classification
result.

4 Experiments

In this section, we first introduce the dataset, the evaluation settings and met-
rics. Then we perform several experiments to demonstrate the effectiveness of
our method. Furthermore, we investigate the impacts of some parameters, and
then compare the performance of different feature representation methods. After-
wards, we investigate the performance of different classifiers and verify the effec-
tiveness of ensemble learning.

4.1 Dataset

We use the dataset provided by Sogou!, which contains 100,000 users’ records.
Each record is corresponding to one user’s data and contains the age, gender
and education labels as well as the queries made by that user. Each query is a
combination of numbers, punctuation, URLs, acronyms, codes and words.

Table 1 describes the meaning of numbers in each attribute. Figure 1(a)
shows the frequency of query length. The query’s length vary from one char-
acter to more than thirty characters, but most queries’ length are limited to ten
characters.

Intuitively, one user’s age and education can be correlated. For example, a 16
years old user can hardly get education higher than high school. Furthermore,
the elder users tend to have higher education. To verify our conjecture, we plot

! http://www.datafountain.cn/data/science/player/competition/detail /description/
239.
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Table 1. Dataset description

Label 1 2 3 4 5 6
Age 0-18 | 19-23 |24-30| 3140 41-50 51-999
Gender Male | Female
Education | Ph.D | M.S. B.S. | High school | Middel school | Primary school
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Fig. 1. (a) Frequency of query length. (b) Correlation of three attributes.

the correlation between different attributes in Fig. 1(b). In Fig. 1(b), the depth
of color represent the degree of correlation, and the red means there is posi-
tive correlation between two attributes, while the blue means there is negative
correlation between them. Apparently, Fig. 1(b) verifies our conjecture.

Figure 2(a) shows the histogram of the number of users in each class in terms
of age and gender, and Fig. 2(b) shows the histogram of the number of users in
each class in terms of education and gender. Apparently, the numbers of users
in different classes are significantly imbalanced. In Fig.2(a), the largest group
“0-18” contributes about 40.64% of the age label in the whole dataset, while the
smallest one “51-99” contributes about 0.20%. In Fig. 2(b), the largest group
“middle school” contributes about 41.64% of the education label in the whole
dataset, while the smallest one “Ph.D” contributes about 0.40%.

4.2 Evaluation Settings and Metrics

Preprocessing. Notice that there are some “0” labels in the dataset, which
means the user’s attribute is unknown. For preciseness, we remove the record
with at least one “0” label in preprocessing. Then, we adopt jieba? Python pack-
age to segment the queries into words and give them part-of-speech (POS) tags.
The preprocessed data is obtained after removing stop words and punctuation
characters. Therefore, short queries which contain stop words are not considered

2 https://pypi.python.org/pypi/jieba/.
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Fig. 2. The number of users in each age/education/gender category.

in this evaluation. We omit the details about how to select the stop words as it
is not the keystone.

Evaluation Settings. In our following experiments, we randomly and uni-
formly sample 10% of the users in the whole dataset. We then remove their
attribute labels and take them as the testing dataset to evaluate our method.
We take the remaining 90% of the users as the training dataset.

Evaluation Metrics. The performance of a classifier is usually measured by
precision, recall and Fl-score, which are standard measures in machine learning
evaluation. The definitions of precision, recall and Fl-score are described as
follows:

A
Precision — &
recision B
A
Recall = —
eca C
F1 — score — 2 - Precision - Recall

Precision - Recall

where the A denotes the sum of users correctly classified as ¢;, B denotes the
sum of users classified as ¢;, C denotes the sum of users whose true class is c;.
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4.3 Results and Analysis

Effect of Parameter Tuning. To select the most important features, there is
an crucial parameter that affect the performance of classifiers - term frequency
threshold. We filter out words that don’t reach the term frequency threshold.
The results of different word frequency threshold are showed in Fig.3(a). All
experiments use the same classifier: SVM with linear kernel, C=0.1 and other
default setting.

060 [ 1 ge Precision 058 T Age Precision
0.58 0.57
0.56
56

0.
0.82

Gender Precision 0.83 Gender Precision
0.80 0.82

078 0.81
058 | o Edu Precision 0.60

0.56 0.58 —+— Edu Precision

— Avarago Prociton 067 g
0.66
.65
0.64 08

40 50 60 70 80 90 100 110 120 500 700 800 1200 1600 2000 2200 2400 2600 2800
Term frequency Number of words

(a) (b)

Fig. 3. Effect of parameter tuning. (a) The values of precision with different term
frequency thresholds. (b) The values of precision got by the x? algorithm with different
number of words.

From Fig.3(a), we can see that average precision have a peak value when
word frequency threshold is 90. As the threshold of term frequency increases,
the precision increases at the beginning, and then tends to decrease. The reason
is that we need a certain amount of words to get the characteristics of the user.
However, too many words may introduce some noise, while too few words can
not capture the whole information of users’ characteristics. Both of them can
reduce the precision of classifiers. Therefore, in the following experiments we
choose threshold =90 in the following experiments.

We have tried another feature selection method - x? test, and the results
are shown in Fig. 3(b). To our surprise, this method performs better than term
frequency in off-line evaluation but performs worse in online evaluation. We think
it may caused by the different distribution of attributes. Therefore, we still use
term frequency in the following experiments in terms of generalization ability.

Another parameter is the number of components kept by PCA. Intuitively,
more components will contain more information of original data and therefore
achieve better performance. However, it is not worth to keep all components
because some components only contain trivial information. Figure4(a) shows
the performance of SVM classifier by varying the number of components kept
by PCA. The value of precision increases initially, and then decreases. The per-
formance of component =100 and component =150 have similar performance,
but component = 150 will cost more computation time. Therefore, in the follow-
ing experiments we only use the component =100 for classification.
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Fig. 4. (a) The values of precision got by the PCA algorithm with different number
of components. (b) The values of precision got by the SVMs with different kernel

functions.

Comparison of Feature Representation Methods. Table2 shows the
results of different feature representation methods by using the SVM classifier
with linear kernel. It is clear that no single kind of features produces better
classification results than the combination of all the features. However, tradi-
tional “bag-of-words” based methods like TF-IDF can still achieve high precision
despite its simplicity. Furthermore, combining three different features performs
the best and single LDA performs the worst. The poor performance of LDA is
due to the fact that it leverages word co-occurrence to get topics from a corpus
of documents. Despite its effectiveness on many problems, it shows bad per-
formance when it comes to short texts such as queries due to the scarce word
co-occurrence. Therefore, in the following experiments, we use the combination
of three kinds of features as the input data for classifiers.

Table 2. Comparison of different feature representation methods

Feature AgePre | GenPre | EduPre | AvgPre
TF-IDF 59.00% | 83.55% |61.06% | 67.87%
word2vec 57.34% | 83.75% | 55.74% | 65.61%
LDA 56.45% | 78.68% | 53.89% | 63.01%
TF-IDF+word2vec 61.54% | 83.96% |63.28% | 69.59%
TF-IDF+LDA 60.08% | 83.94% |62.19% | 68.74%
TF-IDF+word2vec+LDA | 61.84% | 84.27% |63.97% | 70.03%

Comparison of SVMs with Different Kernel Functions. To our knowl-
edge, the kernel function can effect the performance of SVM classifier. Therefore,
we do several experiments for the sake of finding the SVM classifier with the
most appropriate kernel function. Before classification, we use TF-IDF to get
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the weight of each word, and use word frequency threshold of 90 times to filter
out trivial words. Then, we use PCA with 200 components to reduce dimension.

Figure4(b) shows the performance of SVM classifiers with different kernel
functions. Apparently, the SVM classifier with linear kernel greatly outperforms
other SVM classifiers. Therefore, we only use SVM with linear kernel for classi-
fication in the following experiments.

Comparison of Classifiers. We now study the performance of different
classifiers including SVM classifier, MNB classifier and LR classifier. We choose
these classifiers as level-0 classifiers for computational reasons. Furthermore,
to illustrate the benefits of combining different classifiers, we run the stacked
generalization algorithm described in Sect. 3. The used level-1 classifier is a SVM
classifier with an RBF kernel and other default settings. Given three level-0
classifiers, we can totally obtain seven ensemble classifiers. Figure5 show the
precision, recall and F1-score performance of the three single classifiers and four
ensemble classifiers on the testing dataset, respectively.
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Fig. 5. The values of precision, recall and F1-score got by the different classifiers and
their combination.

We find several interesting observations from Fig. 5. First, the SVM classifier
obtains the highest precision, recall and Fl-score among the three classifiers.
Second, under all the metrics, ensemble classifiers perform better than any sin-
gle classifier, which verifies the effectiveness of ensemble learning. Specifically,
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the ensemble classifier of the three level-0 classifiers performs better than the
ensemble classifiers of any two level-0 classifiers, which achieves 70.21% for the
precision, 68.82% for the recall, and 69.5% for the F-score on average. When
predicting users’ gender, the ensemble classifier of the three level-0 classifiers
has precision of 84.56%. This finding verifies our conjecture that different kinds
of classifiers complement each other, and their combination will enhance the per-
formance. We list the specific value for further comparison in Tables 3, 4 and 5.

Table 3. Comparison of classifiers by precision

Model AgePre | GenPre | EduPre | AvgPre
MNB 0.6154 | 0.8375 |0.6338 | 0.6956
LR 0.6186 | 0.8422 |0.6389 | 0.6999
SVM 0.6184 | 0.8427 |0.6397 |0.7003
MNB+LR 0.6191 | 0.8443 |0.6392 |0.7010
LR+SVM 0.6199 1 0.8450 |0.6401 |0.7017
MNB+SVM 0.6193 | 0.8445 |0.6397 |0.7012
MNB+SVM+LR | 0.6203 | 0.8456 |0.6405 |0.7021

Table 4. Comparison of classifiers by recall

Model AgeRecall | GenRecall | EduRecall | AvgRecall
MNB 0.5931 0.8162 0.6134 0.6742
LR 0.5968 0.8321 0.6191 0.6827
SVM 0.5967 0.8328 0.6197 0.6831
MNB+LR 0.5981 0.8359 0.6195 0.6845
LR+SVM 0.5998 0.8370 0.6210 0.6859
MNB+SVM 0.5994 0.8365 0.6201 0.6853
MNB+SVM+LR | 0.6000 0.8379 0.6217 0.6865

Table 5. Comparison of classifiers by Fl-score.

Model AgeF1 | GenF1 EduF1 | AvgFl
MNB 0.6040 | 0.8267 | 0.6234 | 0.6847
LR 0.6075 | 0.8371 | 0.6288 | 0.6912
SVM 0.6074 | 0.8377 | 0.6295 | 0.6915
MNB+LR 0.6084 | 0.8401 | 0.6292 | 0.6926
LR+SVM 0.6097 | 0.8410 | 0.6304 | 0.6937
MNB+SVM 0.6092 | 0.8405 | 0.6297 | 0.6931
MNB+SVM+LR | 0.6100 | 0.8417 | 0.6310 | 0.6942
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5 Discussion

Limitations. The possibility that there may be more than one people using
the same account will interfere classifiers and harm the attack performance. For
example, different family members will search different information, causing the
query record reflect different people’s characteristics.

Other Methods to Improve Performance. The key problem is how to
automatically find the exact means behind the queries that can represent the
users’ characteristics. Correctly categorizing the queries has the potential to
bring major gains in accuracy. One possible feature representation method is
to enrich the queries with external knowledge such as knowledge base (e.g.,
WordNet), and then map queries to intermediate objects and finally maps them
to target categories. However, there is no available knowledge base that can be
exploited to categorize Chinese short texts. Furthermore, investigating more clas-
sifiers and fully understanding the limitations and advantages of each classifier
may also improve the performance.

6 Conclusion

In this paper, we present a query data based inference attack wherein adversaries
exploit users’ query records to disclose their attributes. In the attack, we first use
a combined feature representation method based on TF-IDF, LDA and word2vec
to obtain features from users’ query records and then employ stacked generaliza-
tion to combine multiple classification results and build an ensemble classifier.
We evaluate the performance of our method on a real-world dataset provided by
Sogou and the experimental results demonstrate that our query-based inference
attack can effectively predict users’ attributes. Based on our research, we can
imagine that the development of more sophisticated query-based techniques will
pose a great threat to user privacy.

A few fascinating directions for future work include representing features,
eliminating the noise in queries, leveraging unsupervised methods, as well as
defending against our attribute inference attacks.
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